[TIPOKYPATYPA JIYBEHCKOT'O PAMOHA PA3BICHSIET

KAK HE CTATH )KEPTBOM MOIIEHHUKOB

TPAXKAHE, bYIbTE BAWNTENbHbI!
ECIIH XXEPTBAMW MOLUEHHWUKOB
CTATb HE XOTHUTE Bbl!

3BOHUT MOBMIIbHUK, U TONOC NPHATHLIA
BAM FOBOPHT, 4T0 NPU3 HEOBbATHLIA

BbinrPAH BAMM - HE BEPDOTE,

BbicnviuAs HosocTh, IPOBEPLTE!

ECITH NPHLLNO CMC HENOHATHOE,

B HEM CONEPXAHBE BECbMA HENPHATHOE:
CbIHY Wb AOUYEPH YTO-TO FPO3MT,
NEHBIH CKOPEH NMOJNOXXH MITb BE3MN.
CPA3V CNE3bl HE NERATE,

NEPE3BOHUTE, NPOBEPLTE!

ExXeqHeBHO KaXkAbld YEJOBEK HCIOJb3yeT MHOXXECTBO Pa3HOOOpa3HBIX
BBICOKOTEXHOJIOTUYHBIX YCTPOMCTB — INIACTMKOBBIX KapT, MOOWJIBHBIX Telle(pOHOB,
KOMIBIOTEPOB. PeryisipHO MOSIBISIOTCS HOBBIE MOJENH, TPOTpaMMbl U CEPBUCHI.
OIHOBPEMEHHO C Pa3BUTHUEM TAKUX YCTPONCTB MOSBISIOTCS COOTBETCTBYIOIINE BUJIBI
MOIIEHHUYECTBA, TO3BOJISAIONIME OOMaHyTh M TPUCBOUTH JICHEXKHBIC CpEICTBA

IpaK/1aH.
Hecmotps Ha mnpuHMMaeMble MPABOOXPAHUTEIBHBIMUA OpPraHAMHU  MEpHI,
JTVCTaHIIMOHHBIE XULIEHUS c VICTIOJIb30BAaHUEM MH(}OPMAIMOHHO-

TEJICKOMMYHUKAIIMOHHBIX TEXHOJIOTHI CTPEMUTEILHO HAOUPAIOT CHITY.

MorieHHUKH ~ yMEJIO  HCHOJB3YIOT BCIO  JIOCTYMHYIO HWHGMOpMAIUI0 |
COBPEMEHHBIC TEXHOJIOTUU, PA30UPAIOTCS B TICUXOJOTUU JIIOJEH, BBIHYXAsl KEPTBY
packpeiBaTh BCIO MH(OpMamuio o cebe aub0 COBEpIIaTh TE WM HHBIC ISHCTBHS,
WCIIOJIB3YIOT ~ YEJOBEUEeCKHE ClMabocTu  (CTSDKATEeNbCTBO, alYHOCTh), UYBCTBA
(coctpanganue, 0OECIOKOGHHOCTh 3a OJNM3KHX, J>KaJoCTh) B CBOMX KOPBICTHBIX
HWHTEpecax.

OcHOBHBIE H3BECTHbIE CXeMbI TeJIe()OHHOTO MOIIEHHUYECTBA:

1. Cnyuaii ¢ poocmeenHuKoM.

MOIIIEHHUK TPECTaBISETCS POJICTBEHHUKOM (3HAKOMBIM) M B3BOJTHOBAHHBIM
rojiocoM 10 TeleoHy COOOIIaeT, YTO 3aJepXaH COTPYIHUKAMU TMOJUIUUA 34
coBepuienue npectymienus (coepuna A TII, xpanun opykue Uian HAPKOTUKU, HAHEC
TSOKKME TeJIeCHbIe TOBpexJeHus). Jlaiee B pa3roBOp BCTyHaeT SIKOObI COTPYIHUK
noyiutuu. OH yBEpEeHHBIM TOHOM COOOIIIAET, YTO YK€ HE pa3 «IIOMOraj JOIIM TaKUM
obpazoM. Ho ecnu panbIle JeHbrd TPHUBO3WIM HETMOCPEACTBEHHO €My, TO ceildac
JEHBI'M HEOOXOAUMO TPUBE3TH B OMPENEICHHOE MECTO, MepeaaTh KaKoMYy-TuOO
YEJIOBEKY, TM00 MepeBecTH Ha cueT (A0OHEHTCKU HoMep TenedoHa).



[Tpu sTOM, 3a4acTyr0 TOBOPHUTCA YTOOBI JIMIIO HE KIajao TPyOKy, Bedb €CIu
3BOHOK MPEKPATUTCS, TO IOMOYb YK€ HE CMOTYT.

2. Po3sviepvii npuzoe (310 MOTYT OBITH TeJIe(OH, HOYTOYK, aBBTOMOOUJIIb U JIp.).

Ha Tenedon aboHeHTa COTOBOM CBSI3U MPUXOAUT CMC-COOOIIEHUE, U3 KOTOPOTO
CJIelyeT, YTO B pe3yJbTaTe MPOBEJCHHOW JIOTEPEH OH BBIMTPall aBTOMOOWIL. Jlis
YTOYHEHHUsI BCEX JieTalied MOTEHIMAIbHOM JKEpTBE Mpejiaraerca MOCEeTUTh
OTpENEICHHBIH CAaUT M O3HAKOMHUTBLCS C YCJIOBHSIMHU aKlUW, JUOO MO3BOHUTH IO
OJIHOMY W3 YyKa3aHHBIX Telle(oHHbIX HOMEpoB. Bo Bpemsi pasroBopa mo TenedoHy
MOIIIEHHUKH COOOMIAIOT O TOM, YTO JUIsl BBIMOJHEHUS HEOOXOAUMBIX (hOpMallbHOCTEH
(ymmatel TOCHONILIMHBIL, OGOpPMIICHHS HEOOXOAMMBIX JOKYMEHTOB, OIUIaThl 3a
KOMHUCCHIO TIEpeBO/Ia) CYACTIMBOMY OO0JIafaTeNl0 HOBEHBKOTO  aBTOMOOWIIS
HEOOXOUMO TEPEUMCINTh Ha CUeT YKa3aHHYI0 HMU CyMMYy, a 3aTeM HaOpaTh
OTIpe/ICNICHHYI0O KOMOMHAIMIO IIU(PP U CUMBOJIOB, SIKOOBI JIJIsl POBEPKH MOCTYILIICHHS
JICHEeT Ha CYeT W MOJY4YeHHsS «KoJa perucrparum». Kak TONbKo KepTBa 3aBepIiacT
YKa3aHHbIE MAaHUTYJISIIUHU, CIET OOHYISETCS, @ MOIICHHUKH MCUE3al0T B HEU3BECTHOM
HampaBieHUU. Eciau Bl y3HaIM O NPOBEACHUM JIOTEPEM TOJIBKO TOTJa, KOrja
«BBIUTPAJIN» aBTOMOOWJIb, €CJIM Bbl HE 3allOJIHAJIM 3asBKYy Ha y4yacTHe B Hel 0o
KaKMUM-TTMO0 JPYyruM crocoOOM HE MOJATBEP)KJAIM CBOE Y4acTHE B PO3BIIpHIIIE, TO,
BEPOSATHEE BCETO0, BAC MbITAIOTCSI OOMaHyTh.

Crozia e MOYKHO OTHECTH CHOCOOBI C SIKOOBI BBIUTPBILLIEM, JJISI YETO HYXKHO
HNEepEeNTH MO YKa3aHHOW CCBUIKE, MEpeiis M0 KOTOPOW C Ballero MOOMJIBHOTO cyueTra
MPOCTO CIHUIIYT BCE ACHBIU, JUOO TMOMydaT JOCTYN K MPHUBS3aHHBIM K YCTPOMCTBY
cdeTaM U KapTaMm.

Takue cailTbl 3a4acTyro JIMOO BOOOLIE OJIHOPA30BBIE, KAK BAPUAHT — 3€PKAJIO
Apyroro caita, au0OO CaWT-KJIOH C MHUHUMAIBHBIM OTJIMYHEM B Ha3BaHUU
(JTaTUHULIA/KUPUILTULA), THOO pacCUYUTaHbl HA OYEHb KOPOTKUIA MPOMEXKYTOK BPEMEHHU.

3. SMS-npocwvoa.

SMS-coo01ieHust O3BOJSIOT YIPOCTUTh cxeMy oOMaHa 1o tenedony. Takomy
BapUAHTy MOIICHHUYECTBA OCOOEHHO TPYJIHO TMPOTHUBOCTOATH TOXWIBIM HWITU
CIMIIKOM  IOHBIM  BjajaenbiaMm  TenedoHoB.  JIOMOMHHUTENBbHYI0O  OMAaCHOCTh
MPEICTABIIAIOT YIPOCTUBIIUECS CXEMbI TIEPEBOJIa JIEHET Ha cYeT. AOOHEHT MOJydaeT
Ha MOOWJIbHBIN TenepoH cooliieHne: «Y MeHs MpoOJieMbl, TTO3BOHU IO TaKOMY-TO
HOMEpPY, €CJIM HOMEp HE JOCTYINEH, TOJIOKH Ha HEro OIpPEACNICHHYI0 CYMMYy U
nepe3BOHM». YenoBeK TMOMONHAET CYET U TIepe3BAaHUBAET, Tele(dOH MO-TPEKHEMY He
JOCTYTIEH, a JICHBI'M BEPHYTh YKE HEBO3MOXKHO.

4. Teneghonnvii  3axka3z om  pykogooumenet  NPAGOOXPAHUMENbHbIX U
20Cy0apcmeenHvlx op2anoe enacmu, cauma I ocyciyau u m.n.

Ha Tenepon aboHeHTa (mpeanpuHUMATENs, pPYKOBOAUTENS  OOBEKTa
OOIIIECTBEHHOI'O MUTAHMSI, TOPIOBOIO IIEHTPa JIMOO UX COTPYIHUKAM U JIp.) MOCTYyHAET
3BOHOK OT MPABOHAPYILIUTEINSI, KOTOPbIM MPEACTABISAETCS OJHUM U3 PYKOBOIUTENEH
MIPaBOOXPAHUTENbHBIX OPraHoOB (IIPOKYpaTypbl Tropoja U Jp.) U IMPOCUT MOIOJHUTH
cdeT ero TenedoHa, JOMOJHUTENHHO K 3TOMY IMPOCHUT, Hampumep, 3a0pOHHPOBAThH
CTOJIMK B PECTOpaHe M CcOoOoOLIaeT, YTo MO HpuUe3ly Ha 00beKT paccuuraercs. He
JIOXKUAASICh TpHUE3aa SIKOObI JTOJDKHOCTHOTO JIMLA, MOTEPHEBIIMHA IMEPEeBOIUT uepe3
TepMHUHAN OaHKa, J1MO0 Yepe3 WHbIEe (PUHAHCOBBIE YCIYTHM JEHEKHBIE CPEICTBA B
yka3zaHHON cymme. Kak BapuaHT, MOTyT COOOLIUTb, YTO MPOBOJIUTCS NPOBEpPKA, U



4YTOOBI NMPOBEPKA HUYErO HE HallIa, WIH, K IpUMEPY, BOOOIIE HE Mpuexana, HY>KHBI
onpeaereHHasl CyMma JICHeT.

MoneHHUKH, TPEACTABISIONIMECA COTPYAHUKAMU caiTa ['ocycityr roBopsT, 4To
JaHHBIE JTMOO YK€ CKOMIIPOMETHPOBAHBI, JUOO BOT MpsIM Ccelvac MX MBITAIOTCS
B3JIOMATh U MBITAETCS MOJYYUTh JOCTYI K JUYHOMY KaOUHETY.

5. ITnamnuuiii xo0.

[TocTymnaer 3BOHOK, SIKOOBI OT COTPYAHHMKA CIIYKObl TEXHHUUYECKOU MOAAECPKKU
oreparopa MOOWJIBHOU CBSI3U, C MPEAJIOKEHUEM MOJKIIOUUTh HOBYIO SKCKIIO3UBHYIO
YCAYry WIH JJIsi TEPEeperucTpaliii BO H30€KaHUE OTKIIOUCHHS CBS3M M3-3a
TEXHUYECKOTO cOO0s, WU I YJAydIlieHWus KadecTBa CBs3W. Jlst 3TOro abOHEHTY
mpeaiaraeTcsi HaOpaTh MOJ TUKTOBKY KOJ, KOTOPBIM SBISETCS KOMOWHAIMEHW st
OCYIIIECTBJICHUS MOOMJILHOTO IEpPEBOjia JEHEKHBIX CPEJCTB CO cYeTa aDOHEHTAa Ha
CYET 3JI0YMBIIIJIEHHUKOB.

6. llImpaghnvie cankyuu onepamopa.

3II0yMBIIUICHHUK — TIPEICTABISACTCS  COTPYJHUKOM  CIYXKOBI TEXHUYECKOM
HOJJEPKKU oreparopa MOOWJIBHOW CBSI3M M COOOIIaeT, 4To abOHEHT CMEHMUI
TapuHBIN IJIaH, HE OMOBECTUB omeparopa (Takke MOTYT ObITh BapHaHTHI: HE BHEC
CBOEBPEMEHHYIO OIIaTy, BOCIOJIb30BAJICS yCIyraMu pOyMHUHTIa 0€3 MpeaynpeKIeHus,
HY>)KHO MPOJUINTh ACHCTBUE CUMKApThl WM JOTOBOpPAa COTOBOM CBS3U, XOTS OHH
OeccpoYHbI€) U, COOTBETCTBEHHO, EMY HEOOXOMMO OIJIaTUTh MITpad B ONPEAEICHHOM
pa3Mepe, KyIluB KapThbl SKCIIPECC-OIJIAThI U COOOUIUB UX KOJBI U3 CMC.

7. Ouubounslii nepesood cpedcms.

AOGonenTy noctynaer SMS-cooOlieHrne 0 NMOCTYIJIEHUU CPEJCTB Ha €ro Cyer,
MEPEBEJICHHBIX C MOMOLIBI0 ycayru «MoOunbHbI nepeBoay». Cpasy mocie 3Toro
MOCTYIAET 3BOHOK U MY>KUMHA (WJIM KEHIIMHA) COOOIIAeT, YTO OLIMOOYHO IMepeBes
J€HbIM Ha €ro CUeT, IPU 3TOM MPOCUT BEPHYTh UX OOpaTHO TeM ke «MOOHIbHBIM
nepeBofoM». B nelcTBUTENbHOCTH JE€HBIM HE TOCTYMAIOT Ha TeNe(OH, a YeJIOBEK
NEPEBOAUT CBOM COOCTBEHHBIE cpecTBa. Eciiv MO3BOHUTH 110 yKa3aHHOMY HOMEpY, OH
MOKET OBITb BHE 30HBI jaocTymna. Kpome Toro, CymecrByloT Takue HOMeEpa, IMpH
OCYIIIECTBIICHUH BbI30Ba HA KOTOPBIE C TeJe(OHA CHUMAIOTCS BCE CPEICTBA.

8. IIpeonoocenue nonryuums oocmyn k CMC-nepenucke u 360HKam aboHeHma.

Y4uThiBas CKIOHHOCTh HEKOTOPBIX T'PaKJIaH «IIONIIMHOHHUTHY 3a OJU3KUMHU H
3HAKOMBIMH, 3JIOYMBIITUICHHUKAMH HCITOJIB3YETCsI CIASAYIOIIasi CXeMa MOIIICHHUYECTBA
B ceTd MHTEepHET: TMOJb30BATENI0 TIPEaaracTcsl H3YYUTh COJEPKAHHE CMC-
COOOIICHUI W CITUCOK BXOJSAIINX M HUCXOJSANIUX 3BOHKOB MHTEPECYIOIIET0 aOOHCHTA.
JI71s1 5TOTO0 HEOOXOAMMO OTIPaBUTH COOOIIEHHE CcTOMMOCThIO OT 10 mo 30 pyOsieit Ha
yKa3aHHbIA KOPOTKUI HOMEp W BIHUCATh B Ipejuiaraemyro (Gopmy Homep Tenedona
aOoHeHTa.
[Tocne Toro, kak MOJIL30BATENIb OTMPABISET CMC, C €r0 CuUeTa CIMCHIBAETCS CyMMa
ropazno Oomblie TOH, dYTo OblIa yKa3aHa MOIICHHHKAMH, a WHTEPeCyIomas
nH(}OpMaIUs BIIOCIEACTBUH TaK U HE MOCTYTAET.

9. Ilpooadica umywecmea Ha unmepHem-caumax.



[Tpu 3BoHKe Ha TenedoH, pa3melleHHBIM Ha HHTepHeT-caiiTax 00bABICHUI
(AButo, FOma, ®@aplloct, JIpom, naxxe naTepHeT cepBuchl Tuna O30H, Baitnadeppuc u
SIHneKc-MapKeT) MpaBOHAPYIIUTENb MPOCUT IONOJHUTH CUET €ro TesedoHa, Judo
COOOILUTH JAHHBIE U HOMEP KapThl IOTEPIIEBIIETO AJIsl IEPEBOJIA IEHEKHBIX CPE/CTB B
KayecTBe 3ajaTKka 3a ToBap. [locie cooOeHus JaHHbIX KapThl IPOUCXOIUT CIIUCAHUE
JIEHE)KHBIX CpeJICcTB. EcTh u Ooee ci10kKHbIe BApHAHThl MOLICHHUYECTBA.

10. 36onox om banka.

MollleHHUK, TPEACTaBIAIONIMICS CHenuaIucToM OaHKa, 3BOHUT U Cpa3y
coO0mIaeT BaXHYH HWH(OPMAIMIO O BO3HHUKIIUX TNpOOJeMax ¢ Hamed KapTow,
HarpuMep, 9YTO OHa 3a0JOKHUpOBaHa, a CciIy’kOa Oe3omacHoCTH OaHKa TMpenoTBpaTHIIa
MOMNBITKY HECAHKIMOHUPOBAHHOTO CIHUCAHUSI, WJIM YTO HA HEE MBITAIOTCS O(POPMUTH
KpeIuT. 3aTeM 3BOHSIIUU MpejiaracT IMOMOIIb B CIOXKHUBIICKHCS CHUTyalluu, Ha
KOTOPYIO MHOTHE U3 HAC COTJIAIIat0TCs.

Hac y0ex1aroT B CpOYHOM PEIICHUH BO3HUKIIEH CUTYalllH, MOKa €lle HE BCE
JNEHbIM yKpasieHbl. OUueHb NOCIIEI0BATEIBHO MOIIIEHHUKH CTAapaloTCs MOJIYYUTh OT HAC
BCIO JINYHYIO MH(OPMAIIMIO O KpEIUTKe, MPUChUIatoT HOBBIe maponu u [IMH konsr B
CMC-yBenoMiieHusIX. Y CHOKaWBAIOIIMM  TOJOCOM  «ODaHKOBCKHE  PAOOTHUKI»
pEeAJIaraloT pa3InyHble BO3MOKHBIE BAPUAHTHI 3aIIUTHI.

JloragaTeCsi O TOM, YTO JIFOOE3HBIM TMOMOIIHUK Ha JIPYroM KOHIIE MPOBOAA
SBJISIETCS. MOIIIEHHHMKOM HE BCErja Jerko, HO B JIIOOOM cliydyae 3TO BO3MOIKHO.
N3nayanbHO MOXHO MOOJAroJlapuTh 3a OAMTENBHOCTH M Y3HATh JIOJKHOCT,
WHUIMAIBl 3BOHMBIIETO COTPYJHUKA KpPEAUTHOM OpraHu3alid W MPEINPUHATDH
MOMNBITKY JO3BOHUTHCS MO TOpSUEH JTUHUU.

Hcnonp30BaTh 711 BBISICHEHWS CIIOKMBILEWCS CUTyallMM JIy4lle APYroMl CBOU
HOMEp, MOTOMY YTO Ha CETOJHSAIIHUN JEHb Y BRIMOTATENICH CYIIECTBYIOT TEXHOJOTHH,
MO3BOJISIONIME TIEPEHANpPABIATh BCE IMOCIEAYIOUIME 3BOHKM Ha Tele(OHHOE
YCTPOHMCTBO MOILIEHHUKOB.

[Ipu 5TOM, 3a4acTyr0 TOBOPHUTCS 4YTOOBI JHII0 HE KIAJO TPYOKY, BEIb €CIH
3BOHOK MPEKPATUTCS, TO TUIATEK MPOUIET, TO €CTh 3BOHOK Kak ObI CO3JaeT HEKYIO
3aIlIUTY.

Taxoke ObIBAIOT Cily4au, Korja TpeOYIOT YCTaHOBHUTH SKOOBI JOTOJHUTEIHHYIO
nporpaMmy MOJIEPKKHU KIIMEHTOB, Ha3bIBasl TAK MIPOTrpaMMy JIJIsl YJAJIEHHOIO JI0CTyIa
K ycTpoiictBy — AnyDesk.

11. Xuwenus c xapm, noOKI04eHHbIX K ONYUU OECKOHMAKMHBIX NIAMeNCell.

Jns mpoBeneHuss omiarel IO TAaKOM KapTe JOCTATOYHO NPUIOKUTH €€ K
tepmunainy. Beon [IMH-kona e tpebyercs eciu cymma He nipeBbimaet 1 000 pyoueid.
[Ipu >TOM KOJIMYECTBO PACXOAHBIX TPAH3AKUMUWA HE OrpaHUYeHO. UYTOObI MOJIYyYUTh
JI€HbI'M, MOILIEHHUKY Ja)Ke HE TOHAI0OUTCS BOPOBAaTh KapTy y KiaueHTa. Eciu B
OOLIECTBEHHOM TPAHCIOPTE MOJHECTH YCTPONCTBO K CYMKE MJIM KapMaHy BJaJeibla,
TO CpeACTBa CHHUIIYTCA. [l 3TUX 1eaed MOIIEHHUKHA W3TrOTaBIMBAIOT CaMOJEIIbHBIC
MEPEHOCHBIE CUUTHIBATENIN WJIM UCIIONB3YIOT 0AHKOBCKHE TEPMHHAJIBI, O(OPMIICHHbIE
10 (PUKTUBHBIM JOKYMEHTaM.

12. B3nom akkaynma opy2a 8 COYuaibHblx Cemsix.
JIromu MoryT Jake He T0JI03PEBATh, YTO MM IMUIIET MOCTOPOHHUN YEIIOBEK IO
BUJIOM POJICTBEHHHKA, JPYyTa, C MPOChOOI MmepeBo/ia IEHET B CBSI3U C MPOU3OMIC M



ropem. Takum oOpa3om, BOWIsS B JOBEpHUE, MOIICHHUKHU MBITAIOTCS YKPAacTh Ballld
JEHBIU.

13. Teneghonnwiii Homep-epabumens.

Pa3BuTHE TEXHONOTUHA W CEPBUCOB MOOWMJIBHOM CBS3M YIPOIIAET CXEMBI
MoleHHnuecTBa. Bam mpuxoaut SMS ¢ npoch00# 1epe3BOHUTH HAa YKa3aHHBIN HOMEp
MoOminpHOTO Tenedona. Ilpocbba Moker OBITH OOOCHOBaHA JIOOOW MPUUYUHOU —
NOMOILb APYry, U3MEeHeHUe TapudoB CBs3MU, MPOOJEMBI CO CBA3BI0 UK ¢ Bamei
O0aHKOBCKOW KapToil u Tak nanee. [locne Toro xak Bwl mepe3BanuBaete, Bac monro
nepkat Ha quHuu. Korga 3To Hajmoenaer, Bl OTKIIIOUAETECh — U OKA3bIBACTCS, UTO C
Bamero cuera cnucansl KpymnHble cyMMbl. CyIIeCTBYIOT CEPBHUCHI C IUIATHBIM
3BOHKOM. Yaille BCEero 3TO pa3BlEKaTelbHBIE CEPBUCHI, B KOTOPBIX YCIyTH
OKa3bIBAIOTCS 1O TelaedOHYy, W JOMOJHHUTEILHO B3WMAETCs IUIaTa 3a CaM 3BOHOK.
Peknama Takux cepBHUCOB Bcerga HHPOPMUPYET O TOM, 4YTO 3BOHOK ILJIATHBIM.
MOIIEHHUKN PErUCTPUPYIOT TaKOM CEpBUC M PACHPOCTPAHSIOT HOMep 0e3
NPEAYNPEKICHUS O CHSITUU IIJIAThI 32 3BOHOK.

14. Ilpooasxxca asua u dHcene3HOOOPOI’CHBVIX OUNEMO8, A MAKIHCEe PA3NUUHBIX
moeapos, 8 mom ducie «OpeH008bIX», Ha CAlimax, NOXOHCUX Ha OPUYUATbHDBLE.

15. «bpaunvie mowennuyecmeay

TUNUYHBIA MEXAaHU3M: C HCHOJIb30BAaHUEM CE€TH VIHTEpHET MpEeUMyIEeCTBEHHO
Ha caiTax 3HAKOMCTB MPECTYIMHUKH BBIOMPAIOT KEPTBY, HAJNAXKHUBAIOT C HUM
ANIEKTPOHHYIO MIEPENHUCKY OT UMEHHU JIEBYIIEK, oOelasl mpuexaTh ¢ LeJIbI0 CO3/IaHus B
OyaylieM ceMbH. 3aTeM IOJl Pa3jIMYHbIMU MPEIJIOTaMH «HEBECThD» BBIMAHUBAIOT
JEHbI'M (Ha JIeYeHHUe, IMOKYNKY MOOWJIBHOIrO TeneoHa, NpHOOpeTeHHe OUIIEeTOB,
omatel BHU3bl W T.J.). llepenncka Beaercss TJIaBHbIM 00pa3oM CTyAEHTaMu
nuHreuctrudeckux BY30B. HanpaBneHHble :KepTBAMU IEHBI'M MTPECTYIMHUKH MTOTYYAOT
Ha MNOJACTaBHBIX Jnl. llocine momydeHust CpeAcTB NEpenucka 04 Pa3IMYHbIMU
IIPEIJIOTaMu MPEKPaILaeTCl.

16. «Hucepuiickue nucoma

Panee oaMH U3 caMbIX pacHpOCTPaHEHHBIX BUJOB MOILEHHUYECTBA. THUMMYHAS
cXeMa: JKepTBa MOJy4yaeT Ha CBOIO MOYTY MHUCHMO O TOM, YTO SIBJISIETCS CUACTIMBBIM
oOjamareneM MHOTOMMJUTMOHHOTO HAcHEACTBA. 3aTeéM MOIICHHUKH TPOCAT Yy
nojyyaTesiss MUChMa TIOMOINM B MHOTOMMJUTMOHHBIX — JICHEXKHBIX — OMEpPaUsiX
(monmyueHue HacleNCTBA, NEPEeBOJ JEHEr M3 OJHOM CTpaHbl B JIpYryro), oOemas
NPOIEHT OT CHelIKu. Eciam modydartens COTJIacUTCS y4acTBOBaTh, TO Y HETO
MOCTENEHHO BHIMAHMBAIOTCS JACHBIU SIKOOBI Ha OIUIaTy cOOpOB, B3SITOK YAHOBHUKAM H
T.1L.

17. Bpokepckue unu uHeecmuyuoHHble KOHMOopsbl IO IPEJIOrOM 3apaboTKa MpH
«urpe» Ha OupKe, THBECTUPOBAHMUSL.

JlaHHBIE NPECTYIUIEHHUS] COBEPILAIOTCS B PE3yJibTaTe IMOHMCKA IMOTEPIEBIIUMHU
JOMOJHUTEIBHOIO HCTOYHUKA J10X04a. Kak mpaBuiio, MoTeprneBIIte OCTaBIIAIOT B CETU
MHTEPHET 3asBKYy HA PETUCTPALMIO M CIIyCTs HEKOTOPOE BPEMS UM IEPE3BAHUBACT
3NMOYMBIIUICHHUK, KOTOPBIA MpeajaraeT co3aaTh JIMYHBIA KaOWHET Ha raTdopme
OJTHOM M3 OWpK JMOO MEPEeUUCIUTh JEHEXKHBIE CPEJCTBA JJIsi MHBECTUPOBAHUS, a



TaKXKe yOeK1aeT MOTEPIIEBIIETO YCTAHOBUTH MPOTPAMMBI yIaa€HHOTO AocTyna « Team
- Viewer» umn «AnyDesk» ¢ 1enpi0 OKa3zaHUs «IIOMOIIW» W KOHTPOJIS 34 JIMYHBIM
KabuHeToM morepresiuero. Ilocne 4yero >kepTBa MOJ BIHUSHUEM 3JI0OYMBIIUICHHUKA
CUCTEeMAaTUYECKU TIEPEUUCISIET NEHEKHBIE CPEJCTBA PA3IMUYHBIMH CyMMa Ha JIIIEBOH
CYET, KOTOPBIM OTOOpa)kaeTcsl B TMYHOM KaOUHETe OMprkH JIMOO Ha OAHKOBCKUE KapThl
MOIIICHHUKOB, JyMas, YTO HWHBECTUPYET ICHEKHBIC CPEACTBA. 3JIOYMBIIUICHHHUK, B
CBOIO O4Y€pe/b, 3aKPBIBACT JOCTYI K JTUYHOMY KaOMHETY U TOTEPIICBIINN HE MOXKET
BBIBECTH JIaHHBIC JCHEKHBIC cpeicTBa. s 3TOro ero yoexmaaroT B HEOOXOAMMOCTH
BHECEHUS IOTIOJTHUTEILHOW CYMMBI JICHET.

A ewe ecmv VPN u uzmenumenu nomepa...

KAK ITOCTVYIIATH B CUTYAILIMNU TEJJE®GOHHOI'O MOIIEHNYECTBA:
IlepBoe u caMoe rIaBHOE NMPABUIIO — MPEPBATH PA3rOBOP U MEPE3BOHUTH TOMY, O KOM
UJET peub (MO0 B yKa3aHHBIM TOCylapCTBEHHbIN opraH). Ecnu TeneoH OTKIIOYEH,
OoCTapaluTeCh CBA3aTbCS C €ro KOJUIETaMH, JPY3bsIMU M POJCTBEHHUKAMH JJIS
yTouHeHus uHpopmanuu. XoTs OeCOKONCTBO 3a POACTBEHHMKA MU OJM3KOIO
YeJI0BEKAa MEIIAET MBICIUTh 3[paBoO, CIEAYET MOHUMATh: €CIU HE3HAKOMBIN YEIOBEK
3BOHUT BaM u TpeOyeTr nmpuBe3TH Ha HEKHUI aJipec IEHEKHYIO0 CYMMY — 3TO MOILIEHHUK.
Ecnu Bel mosyuniim 3BOHOK OT SIKOOBI OJIM3KOTO POJCTBEHHHKA WJIM 3HAKOMOTO C
uH(popMaIeit 0 TOM, YTO OH IMONaJ B HEMPUATHYIO CUTYaIIMIO, B pPe3yjbTaTe KOTOPOI
€My TpO3UT BO30YKJEHHE YTOJIOBHOIO JI€Ja, M €CJIM 3BOHSIIHUNA MPOCUT MEpeaaTh
B3SITKY SIKOOBI COTPYJIHUKY IIPABOOXPAHUTEIBHBIX OPraHOB, TOTOBOMY YpETYJINPOBATh
BOIIPOC, CIEAYET 3a7aTh YTOUHSIOUIME BOMPOCHI: «A Kak s BRINISIKY?» minn «Korga u
IZI€ Mbl BUJEINCH MOCIECAHUNA pa3?», T.€. 3aJaBaTb BONPOCHI, OTBETbI HA KOTOPBIE
3HaeTe TOJbKO BblI 00a. Eciam BBl pasroBapuBaeTe SKOObI € NPEICTaBUTENIEM
MIPABOOXPAHUTENBHBIX OPraHOB, CIPOCHUTE, M3 KAaKOr0 OH MPABOOXPAHUTEIBHOTO
oprana (apyroro BemomMctBa). Ilocie 3BoHka ciemyer HaOpath «02», y3HaTh HOMEP
JNEKYpPHOW YacTH [AaHHOTO OTACIICHUSI W TOUHTEPECOBATHhCS, JEUCTBUTEIBHO JIH
POJIICTBEHHUK WM 3HAKOMBIM JocTaBieH Tyna. Camo TpeOoBaHME B3ATKH
JOJKHOCTHBIM JIMLIOM SIBJISIETCS TPECTYIIIICHUEM.

Ocoboe BHUMaHHE yAeHsAlHTe oOecredeHHI0 O0e30MacHOCTH JaHHBIX BalllUX
O0ankoBckux kapT. Hukorma m wukomy He cooOmaite [IMH-kon Bamei kapThi.
Jlyumie Bcero ero 3amomHuTh. OTHOcuTech K [IMH-koay kak k kimody ot ceida c
BamuMu cpeactBamu. Henw3s xpanute [IMH-kox psigom ¢ kaprodt 1 Tem Oosiee
3anuceiBaTh [IMH-kox Ha He€ — B aToM ciiydae Brl naxe He ycneere 00e30MacUTh
CBOH cueT, 3a0JJOKMPOBAB KapTy MOCJE KPAKU UITU YTEPH.

2. HMY KOI'O HET ITPABA TPEBOBATbH BAII ITMH-KO/{

Ecnu Bam mo3BoHWIM U3 KakoW-MOO opraHu3aiuu, Wil Bbl mosiydusii mUCBMO MO
AJIEKTPOHHOM MOYTe (B TOM YHCIIe U3 OaHKa) ¢ MPOChOOH COOOUIUTH PEKBU3UTHI KAPThI
u [TMH-xox o pa3nuyHbIMU TPEJIOraMu, HE CIIEIIUTE €€ BBITOJHATh. [I03BOHUTE B
YKa3aHHYI0 OpraHuzaluio u coobdmute o naHHoM ¢akre. He mnepexoaute 1o
YKAa3aHHBIM B IIMCbME CCBUIKaM, IOCKOJIBKY OHM MOTYT BECTHM HA CaWTbI-IBOVWHHKHU.
[Tomuure: xpanenue pexkBu3utoB u [IMH-koxa B Taline — 310 Bama 0TBETCTBEHHOCTH
U 00513aHHOCTb.

3. HEMEJIJIEHHO BJIOKMPYUTE KAPTY ITPU EE VTEPE



Ecnu Bbl yTpatunu KapTy, CpOUYHO CBSDKUTECH C OAHKOM, BBIIABIIUM €€, COOOIIUTE O
CIIyYMBILIEMCS W CJEAyWTEe WHCTPYKLUUSAM COTpyIHUKa OaHka. [ 3TOro aepkute
TenedoH OaHKa B 3aIMCHON KHM)KKE WM B CIIMCKE KOHTaKkTOB Baiero MoOMIbHOTO
TenedoHa.

4. TIOJIb3YMTECH 3AIIUIIIEHHEIMHA BAHKOMATAMMU

[Ipu npoBeneHuu omepanuii C KapTOH MOJIB3YHTECh TOJBKO TeMH OaHKOMaTaMH,
KOTOpbIE pAacHoJOXKEeHbl B 0O€30MacHBIX MecTaXx U 000pyJOBaHBl CHUCTEMOI
BUICOHAOIIOIEHUS] U OXPAHOM: B TOCYAAPCTBEHHBIX YUPEXKIEHUIX, OaHKaX, KPYIHBIX
TOProBbIX LEHTpax W T.A. ['paxnane, mnonep3yromuecs OaHkoMatamMu 0e3
BUJICOHAOIOICHUS, MOTYT MOABEPTHYTHCS HAMaACHUSM 3710 yMBIIIIJICHHUKOB.

5. OITACAHTECH ITIOCTOPOHHHMX

CoBepiast omepanMu C IUIACTUKOBOM KapTOM, cClIeAuTEe, 4TOOBI pAIOM HE OBLIO
MIOCTOPOHHUX JItoJIel. Ecii 3T0 HEBO3MOXHO, CHUMHUTE JIEHBIM C KAPThI MO3KE MO0
BOCIOJIb3YyHTECh IpyruM O0ankomatoM. Habupas [TMH-kox, npukpeiBaiiTe KiiaBUaTypy
pykoi. PexBu3utsl u mobast npoyas HHPoOpMAIUsI O TOM, CKOJIBKO CpeAcTB Bl cHsin
U Kakue Mudpbl BBOJUIN B OAHKOMAT, MOTYT OBITh UCIIOJIb30BaHbI MOIIIEHHUKAMU.

8. BAHKOMAT HOJIDKEH BbITh «HUCTbIM»

OOpamaiiTe BHUMaHHE Ha KapTONMPUEMHHUK W KiaBuatypy Oankomata. Ecnu oHu
000pyI0BaHbl KAKUMHU-IHOO AOMOTHUTEIBHBIMUA YCTPOUCTBAMU, TO OT UCIIOJIb30BAHUS
JAHHOro OaHKOMara Jy4Ylle€ BO3JEpPKAThbCAd U COOOIIUTH O CBOMUX MOJO3PEHUSX I10
yKa3aHHOMY Ha HEM Tele(OHy.

9. BAHKOMAT JOJDKEH BbITh ITOJIHOCTBIO MCITPABHBIM

B cnydae HekoppekTHON paOOThl OaHKOMaTa — €ClM OH JOJITO€ BPEeMsi HAXOJUTCS B
peXKUME OXKHIAHWUS WM CaMOMPOU3BOJBLHO TEPe3arpykaeTcsi — OTKAKUTECh OT €ro
UCTOJIb30BaHusl. Benuwka BeposSTHOCTH TOrOo, YTO OH TMEPEenporpaMMUPOBAH
3II0YMBIITUICHHUKAMHU.

10. COBETYMTECH TOJILKO C BAHKOM

Hukorga nwe mpuberaiite kK moMOIM JUOO COBETaM TPETHHUX JIMIl MPU MPOBEICHUU
omepanuii ¢ 6aHKOBCKOM KapToil B Oankomartax. CBspkutech ¢ Bammm 6ankom — OH
00s13aH MPEeIOCTaBUTh KOHCYJIBTAIIMOHHBIE YCIYTH 10 padoTe ¢ KapToi.

11. HE JOBEPSWTE KAPTY O®UIIMAHTAM U ITPOJIABILIAM

B ToproBbix Toukax, pecTopaHax u Kade Bce neicTBus ¢ Bameil miacTukoBoi KapTon
JIOJDKHBI MPOUCXOAUTh B Bamem mnpucyrctBuu. B mpOTUBHOM Cilydyae MOILIEHHUKU
MOT'YT IIOJIYYUTh PEKBU3UTHI Balen kapTel Ipu IIOMOIIH CIEHHUAIBHBIX YCTPOUCTB U
VICIIOJIB30BATh UX B NAJIBHEUILIEM ISl U3TOTOBJICHUS TIOAJICIIKH.

Camoe riaBHoOe — Oy/1bTe OIUTENBHBI U HE MOIJaBAUTECh IMOLUSIM!
[Tpokypop [yOenckoro paiiona

Crapiiuii COBETHUK FOCTULIMHT
Opuapux [JI.



